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new type of voice phishing cases
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You may suffer voice phishing 

if you don’t know about it

Damageexampleandcopingmethod
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부산지방경찰청

# Type of messenger phishing

2020.6.12

얼마나

princess

2020.8.10

얼마나
25만원만...
인증서 오류떠서
안돼ᅲ

Mom, Will you do me afavor?

prince

friend asked me to buy
a gift certificate, but my 
phones broken.
It is not authenticated

Scamming that asks for money through messenger
and even change the same profile picture to look
like a family or a friend

princess

princess

Mom,whatareyoudoing?
Are you busy?

I need themoney urgently

只需25万......
认证书出现了错误呜呜

No, why?

How muchprincess
two hundred fifty thousand
It is not working due to
the certificate errors

What is it?

prince

prince

Can you buy it first?

prince
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They avoid receiving phone calls 
under the pretext of a broken 
cell phone so please make sure 

you call to verify
other person’s identity
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[report of inconvenience in daily life]

Your complaint has been 
received and we are notifying you
(phone) 02-123-1234

# Type of organization impersonation

The person who impersonated the national police agency, 
the public prosecutors’ office, request to account transfer 
or  leave the cash to him due to personal  information 
leakage so deposit protection is required

[web sending]
Emergency living expenses 
support projects have been 
received please check it again
http://cubbc123
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In any case, the government agency does not ask for 
credit information or account balances
100%voice phishing

  (a bogus counselor)
“It looks like your personal 

information was leaked
  I’ll call the police”    (a bogus police officer)

“We need to transfer the account 
   because personal information leakage 

can cause damage”
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부산지방경찰청

[Web sending]
product name: Dyson vacuum
cleaner. 784,000 won
payment approval
07/05 follow-up call 
[8356] inquiry : 
02-6316-1234

# type of impersonation payment

After sending a fake payment text message and then the victim
calls to confirm, they let the victim install specific applications
and transfer accounts since personal information has been stolen

[Web sending] (00pay)
2,350,000 won payment
approval. confirmation
number [1234567]
If it’s not you, report it 
immediately
(customer inquiry)
02-123-1234
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Ignore the text message you received 

that you haven’t approved payment, 

         never call again or make 

           an account transfer
Telephone-inducing

  voice phishing
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# Type of loan fraud 

[Web sending]
(advertisement) H capital, 
a chance to change from 
high to low interest!
individual business with 
difficult loans and 
foreigner can borrow
money regardless of your 
credit rating
02-123-1234

Targeting those who are in need of 
a bank loan, they induce remittance
to other accounts in the name of
providing low-interest loans
by texting message or telephone
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In case of inducing a transfer
to an account by ignoring 
the loan recommendation

text message or phone call,
definitely 100% voice phishing

Busan Metropolitan Police Agency



부산지방경찰청

# Type of App ( malignant code ) installation inducement

[○○express]

billing number [69*****]

your unconfirmed
address has been 

returned to us

further details : URL

[○○express]

billing number [365***55]

please check the return

processing in real time

rb.gy/itqwid?jk

A scamm of stealing financial information or withdrawing
  money through a public certificate when you click

on the App (malignant code) URL in the text message32
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You should not download and 
install apps that you don’t know 

where they come from,
   just by accessing the URL,
IP address, you can get infected
       with malicious code 

so be careful about that
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suspension of payment,
    damage report

      (the national police agency) 

     112

    site report
(Korea Internet & security Agency)

  118

   damage consultation,
               refund
    (the financial supervisory service) 

1332

Phishing scams damage!

prevention is 
the best way

call112 toreport



당

       I was wondering if you had take orders or request from 
      someone else and you are doing the following like that?

Just in case, you are a criminal, too?

Voice phishing can be punished prison sentence
just for simple involvement.

To withdraw cash using another person’s credit card,
account or to make a deposit without a bankbook,

definitely it can be a voice phishing crime.

Busan Metropolitan Police Agency



What is not a matter of caution to prevent voice phishing?Q

① Install apps that doubtful source
② Change account number such as SNS frequently
③ Call as soon as you received text message that lend money at low interest rates
④ Send money directly to your siblings who suddenly need money through kakao talk

Anyone who knows the answer: until September 15th(9AM-6PM)

Busan metropolitan police agency the foreign affairs section.

A prepared gifts will be provided for the 30 applicants by order of arrival


